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Abstract - ATM networksare not moreor less securethan other
networks, but the demand for secure communicationsisincreas-
ing. The ATM forum has defined the Security Specifications
using the Three-Way and Two-Way Security M essage Exchange
Protocols (SME) to support the negotiation and establishment
of security services, mechanismsand other parameters needed
for a secure connection. Different security mechanisms may
degrade the guaranteed QoS through additional delays, error
propagations and throughput limitations. The purpose of this
paper isto overcomethese negativeinfluences of security op-
erationson QoS. A new Three-Way SME_Q Protocol isintro-
duced. It provides the simultaneous capability of implement-
ing required security services, while still offering the user re-
quested QoS parameters during an ATM connection. The
Three-Way SME_Q protocol calculates and considerstheim-
pact of the security operationsonthe QoS parameters. Thisway,
only security mechanisms are chosen, which fit into the QoS
rangerequested.
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I. INTRODUCTION

The ATM Security Specification Version 1.1 [1], developed by
the ATM Forum, definesthe security proceduresand protocols
required to establish security associationsin the User and Con-
trol Planes of the layered ATM network architecture.

The security protocols definethe elementsand proceduresre-
quired for both the Two-Way and Three-Way Security M essage
Exchange. These operations are executed and supported by the
Security Agents, which are components of the ATM network
aong the path of avirtual ATM connection. The Three-Way
SME at the connection establishment phaseisthefocusof this
work. The case of Two-Way SME is a simplified version of
the Three-Way SME and has been neglected here because of
thelength limitationsof thispaper and for redundancy reasons.
The UNI Signaling Specification 4.0 [2] and ITU-T Recom-
mendations Q.2931 [3] define the required elements and pro-
cedures for the negotiation and definition of requested Qual-
ity of Service for the establishment phase of aparticular ATM
connection. Cell Delay Variation (CDV), Cell Transit Delay
(CTD) and Cell Loss Ratio (CLR) are defined to be negotiable
QoS parametersand specifically selected by theend user at the
connection establishment phase of avirtual ATM connection.
The QoS has an end-to-end characteristic for the period of the

connection. This means, the end user will not experience any
degradation of performance below the requested parametersfor
thelife of the established connection.

The security servicesand operations during aconnection, how-
ever, introduce degradations to these requested parametersin
form of additional delays and cell losses according to the se-
lected mode of operation ([8]) for the particular security mecha-
nism. The Confidentiality and Data Integrity security mecha-
nisms are of importance here because of their on-line perfor-
mance during the datatransfer phase.

The existing security protocols to date, however, do not take
these degradations of requested and agreed upon Quality of
Service into account.

It isthe goal of thisresearch work to bring the separately de-
fined and standardized QoS signaling proceduresand the ATM
Security protocolstogether. A solutionisdeveloped, which al-
lows the execution of the security services and mechanisms
throughout an ATM connection without exceeding the estab-
lished QoS during the life of the connection. The user will not
then experience any performance decrease (loss of QoS) due
tothe governing security protocolsand policy.

Theproposed sol ution extendstheexisting ATM Three-Way Se-
curity Message Exchange protocol. The new Three-Way
SME_Q protocol ensuresthe execution of the security services
while providing the requested Quality of Service for the par-
ticular connection.

1. DESGN REQUIREMENTSAND CONSTRAINTS

The new QoS provisioning Three-Way (In-Band) Security

Message Exchange protocol (Three-Way SME_Q) isdesigned

to comply with the following constraints and requirements:
The Three-Way SME_Q should be a proposed extension
and enhancement to the existing Three-Way SME defined
inthe ATM Security Specification 1.1 [1].

The Three-Way SME_Q should be compliant with the sig-
naling protocols defined in the Signaling Specification 4.0
[2] and the ITU-T Recommendation Q.2931 [3] for the ne-
gotiation of the QoS parameters.

TheQoSshouldstill keepitsend—to—end characteristic. This
means, the user should not experience a decrease of net-
work performance (loss of QoS) based on the security op-
erationsduring the datatransfer phase.

The QoS parameter degradation caused by performing se-
curity operations should be considered and compensated at



the connection establishment phase.

QoS degradation val ues, which are specific to each network
element containing a security agent and selected security
service and algorithm, are pre-calculated and available to
the new Three-Way SME_Q protocol inthe SAC_Q Table
(Table 1). Thistable is genrated and maintained by the se-
curity management system.

I11. OQURRENT APPROACH

Quality of Serviceand Security aspectsof ATM networkshave
been paid through attention by researchersin recent years but
rather independently. Different standardization bodieshaveal so
contributed to these efforts with recent specificationsfor each
distinguished field. Among which, the ATM Security Specifi-
cation Version 1.1 [1], the UNI Signaling Specification 4.0 [2]
and the ITU-T Recommendations Q.2931[3] build the basis of
this research work.

Other published scientific worksdeal with various mechanisms
for improving theoverall QoS of the ATM networksand do not
concurrently deal with the security aspects and their
impact.Some have devolped newmechanisms for scheduling
and datamovement at theend system level [4] , some at the ap-
plicationlevel [5] and the otherstakea” neural fuzzy” approach
at the traffic management level [6].

I1l. THETHREE-WAY SME_Q

A. Three-Way SME_Q Protocol Basics

Thissection definesthe proposed changesand additionstothe
SSIE structure and Three-Way SME procedures used in the
current approved ATM Security Specification. Theseadditions
and proposed changes grant the QoS provisioning capability to
the current Three-Way SME and as awhole make the Three—
Way SME_Q protocol.

1) SACharacteristicswithregardto QoS(SAC_Q): The Three—
Way SME_Q requires the availability of the QoS degradation
values of the negotiabl e parameters caused by the security op-
erationsin the security agent of a network element. Theseval-
uesbuild the Security Agent Characteristicswith regard to QoS
(SAC_Q) and areavailableinthe SAC_Q Table. They provide
the rates of performance decrease caused by different combi-
nations of security algorithmsand modes of operation for each
required security service. Table 1 illustrates an example of a
SAC_Q Table presenting a Security Agents’ Characteristics
with regardto QoS. Thisinformationisprepared and maintained
by security management.

These SAC_Q,g) parameters are: CDV g, CTD;g and
CLR, g for theinitiating (1) or responding (R) SAsrespectively.
For a required security service in the case of Three-Way

SME_Q, aSA ; ) negotiatesthe security algorithmsand options
according to its SAC_Q, g Table values with the partner SA
in order to still meet or exceed the requested QoS.

2) Security Association Section (SAS Q) of the SSIE_Q: The
only proposed change to the SAS of current SME protocol is
that the octet 5.9 (Security Service Datafield) of SAS_Qisnot
optional and isarequired field for the negotiation of the secu-
rity services according to the SAC_Q values. The changesto
thisfield are defined below. The other fields of the SAS Q will
remain identical to the current SAS.

3) Security Service Data Section of the SSIE_Q: Thefirstthree
octets of the current Security Service Data Section need modi-
fications to allow the operations of the In-Band SME_Q.

3.1) Security Message Exchange Format of the SSIE_Q: In
octet 5.9 an additional code should be considered for thethree—
way SME_Q as optional SME types.

3.2) Security Entity Identifier of the SSE_Q: If the Three-
Way SME_Q option is selected, this octet should ONLY con-
tain the Security Entity Identifier of the initiating SA whichis
selecting or isproviding negotiation optionsto apeer SA. This
means, in the FLOW1_3WE of the SME_Q protocol, this oc-
tet containstheidentity of theinitiating SA. Thisway, the peer
SA can recognize the owner of the SAC_Q values, which would
be provided along with the SAS_Q in the next field.

4) Security Service Specification Section of the SS E_Q: The
Security Service Algorithm Section of thissectionisarequired
field for the Three-Way SME_Q, which allows the negotia-
tion of thealgorithmsand modes of operation according to their
SAC_Qvalues.

4.1) Data Confidentiality Algorithm of the SSIE_Q: Fig.1il-
lustrates theadditional octets required as an extention to the
current Data Confidentiality Algorithm primitive for the In—
Band SME_Q.

The octets x.9.x and x.10.x are proposed additions to the cur-
rent structure of this primitive . Octets X.9.x are assigned to

Tablel
Exampleof a SA o SSAC Qo Table
SAC_Q s Table
Security ! coy, cTD CLR
Service Encryption Mode MAC (ms)m (ms) R (10{\)"‘”)

DES cBC — 03 3 9
2 DES Counter — 0.1 1 12
£ Triple-DES | CBC — 0.7 7 7
(7]
P Triple-DES Counter | — 0.4 4 8
o
@ FEAL fe'e} — 0.9 9 7

FEAL Counter | — 0.8 8 8

— — DES/CBC 0.2 3 9
£
2 — — H-MD5 0.4 7 10
£
s — — H-SHA-1 05 4 7
[a}

— — FEAL/CBC 06 9 8




CDV, g, - First octet states a predefined identifier for CDV, ).
Its value is coded according to the defined format of the UNI
Signaling Specification 4.0 using three bytes. Octetsx.10.x are
assigned to CTD; g, . First octet states a predefined identifier
for CTD g). Its value coded according to the defined format
of thel TU-T Recommendation Q.2931 using two bytes. These
values indicate the QoS degradation characteristic of in the
preceding fields selected combination of algorithm and mode
of operation for the SA identified inthe Security Entity | denti-
fier of the Security Service Data Section.

4.2) Data Integrity Algorithmof the SSIE_Q: The octets x.6.x
and x.7.x are proposed additionsto the current structure of this
primitive and carry the same information as the above caseiil-
lustrated in Fig. 1. Octets x.6.x are assigned to CDV; g). First
octet states a predefined identifier for CDV; ). Its value is
coded according to the defined format of the UNI Signaling
Specification 4.0 using three bytes. Octet X.7.x are assigned to
CTD g, - First octet states a predefined identifier for CTD, ).
Itsvalueis coded according to the defined format of the ITU—
T Recommendation Q.2931[3] using two bytes. These values
indicate the QoS degradation characteristic of in the preceding
fields selected combination of algorithm and replay mode for
the SA identified in the Security Entity Identifier of the Secu-
rity Service Data Section.

B. The Three-Way SME_Q Protocol
Fig. 2 illustrates the time diagram of the proposed In-Band

(Three-Way) SME_Q. The proposed protocol procedures of
each SA are described in the following sections.

1) Initiating Security Agent Procedures: Thefollowing proce-
duresareproposed in additiontothealready existing procedures
in the ATM Security Specification Version 1.1[1].

Upon receipt of a SETUP message on theinitiating side (Fig 2,
1), the SA ;y notesthe requested acceptable QoS parameter val-
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Fig. 1. Additional Octetsof the SME_Q Data Confidentiality Algorithm
Primitive

uesindicated in the Extended QoS Parameter Information El-
ement and the End-to-End Transit Delay | nformation Element
for that connection. It comparesthe SAC_Q, valuesfor the se-
curity services, which areto be provided with theindicated ac-
ceptable parameters.

If none of the security optionsin the table can exceed or inthe
case of CLR meet the acceptable values, the SA ;, rejects the
connection request with the cause SME_Q failure for the re-
quested QoS. Otherwise, the SA ;) forwards the SETUP mes-
sagetoward the responding endpoint.

Upon receipt of aCONNECT message ontheinitiating side (Fig
2,5), the SA ;) prevents the CONNECT message to proceed to
theinitiating endpoint. It analyzes the cumulative QoS param-
etersindicated in theExtended QoSParameter Infor mation El-
ement and the End-to-End Transit Delay | nfor mation Element.
It comparesthe SAC_Q, valuesfor the security serviceswhich
are to be provided with the, at the downstream saved, accept-
able parameters and the received cumulative values from the
responding endpoint.

The SA ;) decides on acorresponding alternativelist of the se-
curity algorithmsand modes of operation (in case of Confiden-
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tiality security service) to include in the FLOW1 3WE for
negotiation withthe SA , (Fig2,6). The suggested optionsare
to be selected, so that, the worst option, which isthe onewith
the highest values of degradation according to the SAC_Q,
table, if added to the received cumulative values, would still
result to lower rates than the indicated acceptable parameters
by the initiating endpoint. The CLR value of each suggested
option, which isnot acumulative value, should either be equal
to or lower than the saved acceptable CLR indicated originally
by the initiating endpoint.

If morethan oneservicearerequested to be supported between
SA () and SA ), only the parametersfor confidentiality and data
integrity, if applicable, should be considered in the calculations
(S2: first security service and S2: second security service). As
described before, only these two services impact the network
performance during the user datatransfer phase. Table 2 defines
the abbreviations used in thefollowing equations.

CDV(y=CDVyye + CDVjh s (1)
CTDgy = CTDgys1 + CTD(y s (2)
CLRys1 £ CLRyep (3)
CLR e £ CLRy (4)
CDVgym + CDVjyy < CDViep (5)
CTDgym + CTDy) < CTD (6)

Inthiscase, the SA ;y shouldfirst prioritizetheseservices. Itfirst
selectsits preferred options for the service with the higher pri-

Table2
The QoSParameter Definitionfor SA
Qe Definition
Parameter
cDV The user requested (acceptable) Cell Delay
=P Variation for the connection.
The cumulative value of the Cell Delay Variation
CDVcum :
along the connection.
CDVir The SA(R) introduced Cell Delay Variation value
L according to its SAC_Q table.
CDV(r).st The SA(R) introduced Cell Delay Variation value
according to its SAC_Q table for the first service.
cDV, The SA(R) introduced Cell Delay Variation value
LR.22 according to its SAC_Q table for the second service.
CTDmax The user requested (maximum allowable) Cell
Transfer Delay for the connection.
cTD The cumulative value of the Cell Transfer Delay
cum along the connection.
CTD(R The SAR) introduced Cell Transfer Delay value
according to its SAC_Q table.
CTDuR 1 The SA(R) introduced Cell Transfer Delay value
L according to its SAC_Q table for the first service.
CTDR s2 The SA¢R) introduced Cell Transfer Delay value
Lo according to its SAC_Q table for the second service.
The user requested (acceptable) Cell Loss Ratio for
CLRacp .
the connection.
CLRRp st The SA(R) introduced Cell Loss Ratio according to
L2, its SAC_Q table for the first service.
The SA(R) intr Il L Rati rdin
CLRORS2 e SA(r) introduced Cell Loss Ratio according to

its SAC_Q table for the second service.

ority (S1) and then optimizesthe selection of the optionsfor the
second service (S2) according to the chosen selectionsfor the
first option. In addition to (4), the following should apply:

CDV).g0 < CDVyp — CDVyn— CDV{y 1 @
CTD(|),32 < CTDyx — CTDgym— CTD(I),Sl (8)

Naturally, in addition to (3), the same equations apply for the
first service:

CDVy).s1 < CDVygp — CDVyn— CDVy & ©)
CTDgys1 < CTDpex — CTDgyn— CTD(y 50 (10)

The above set of equations should be true for all suggested
options. If any option doesnot satisfy the above, it should not
be considered and provided for the negotiation.
In case only one of the services (confidentiality or datainteg-
rity) is supported, the S2 parameters are equal to zero. This
would be aspecial case of the above equations.
After the selection of the security options, the SA ;) generates
the appropriate SAS_Q)s .
The SA ) startstheThree-Way SME_Qwith the FLOW1-3WE
including the SecNeg ) (Fig2, 6) . The suggested security op-
tions are contained in the generated SAS_Q;swith the
SAC_Q valuesof each option. The Extended QoSParameters
Information Element and the End-to-End Transit Delay Infor-
mation Element received in the CONNECT message from the
responding endpoint are al so appended.
Upon receipt of the FLOW2_3WE from the SA g, (Fig2, 7), the
SA () parsesthe SAC_Qyg, values of each negotiated security
option from the received SAS_Qg)sin the SecNeg (). It then
adds these and the local SAC_Qy,, values to the cumulative
parameters of the Extended QoS ParametersInformation Ele-
ment and the End-to-End Transit Delay Information Element.
CDVeum ['= CDVeum (received) ¥ CDV(y + CDV(g) | £ CDV,,
11
CTDgm [= CTDgym (received) ¥ CTD(y+ CTDgy] £ CTDjq
12
if the above equations are satisfied, the SA ;) accepts the cho-
sen options, it completes the Three-Way SME_Q by sending
the FLOW3_WE to the SA g, .
The SA ; now forwards the updated CONNECT message with
the new cumulative valuesto the initiating endpoint (Fig 2, 9).
It then unblocks the user datatransfer (Fig 2, 8).
If the above equations were not satisfied, the SA ; clears the
connection with the cause SME_Q failurefor theregquested QoS.

2) Responding Security Agent Procedures: Thefollowing pro-
cedures are proposed in addition to the al ready existing proce-
duresin the ATM Security Specification Version 1.1[1].

Upon receipt of a SETUP message on the responding side (Fig
2,2), the SA g, notes the requested acceptable QoS parameter



valuesindicated in the Extended QoS Parameter Information
Element and the End-to-End Transit Delay I nformation Element
for that connection. It compares the SAC_Q, values for the
security services, which are to be provided with the indicated
acceptabl e parameters.

If none of the security optionswiththe SAC_Qg, valuescould
exceed or in the case of CLR meet the user requested accept-
able values, the SA (g rejects the connection request with the
cause SME_Q failure for the requested QoS. Otherwise, the
SA g forwardsthe SETUP messageto the responding endpoint.
Upon receipt of a CONNECT message on the responding side
(Fig 2, 4), the SA g, blocks the user datatransfer and forwards
the CONNECT message toward the initiating endpoint. It then
awaitstheinvocation of the SME_Qfromtheinitiating side over
the user connection.

Upon receipt of the FLOW1-3WE from SA ;) (Fig 2, 6),the
SA (g decideswhich security optionsto accept.
FLOW1-3WE includesthe SA , suggested negotiabl e security
optionsin the SecNeg, containing the corresponding SAC_Q,
QoS degradation values of the options. It also holds the Ex-
tended QoS Parameter Information Element and the End-to-
End Transit Delay |nformation Element.
The SA ) comparesitslocal SAC_Qg, valuesfor the security
services, which areto beprovided, in addition to the sum of the
received cumulative QoS parametersand SAC_Q;, degradation
values of suggested optionswith the previously noted accept-
able QoS parameters values of this connection.
The SA g, selectsthe one option for each security service so that
if added to the sum of the received cumulative values and the
degradation values of the SA it would still meet or result to
lower ratesthan the saved acceptabl e parameterson the down-
stream for thisconnection. The CLR value of the option for this
security service, which isnot acumulative value should either
meet or be lower than the desired acceptable CLR.

Inaddition to (1)and (2) thefollowing should also be satisfied
according to the variable definitionsin (11) and (12). Table 2
definesthe abbreviations used in the following equations.

CTDg) = CTDRys1 + CTDR) s (14

Inthis case, the SA g, should process the received SAS_Qys
in descending order, which is the order of preference of SA
for the requested services. It first examines the preferred op-
tions for the service with the higher priority (S1) and then op-
timizesthe sel ection of the optionsfor the second service (S2)
according to the selectionsfor thefirst option. The parameters
of the chosen security service S2 are cal culated according to the
following equations with respect to (11) and (12).

CDVgysp < CDVigp — CDVyy — CDVjy — CDV(g) g (15)
CTDgysp < CTDpa— CTDgym — CTD(y— CTD(gys; (16)

CDVgys1 < CDVgep — CDVyym—CDV(;y — CDV(g) s, (17)
CTDgys1 < CTDpy — CTDgym— CTD;)—CTDR) s, (18)

The SA g, processesthe algorithm optionsalso in descending
order, whichistheorder of preferenceof SA ;. Incaseonly one
serviceis supported, the S2 parameters are equal to zero. This
would be aspecial case of the above equations.

The SA g then generates the SecNeg g, with thenew SAS_Qg s
andindicatesits SAC_Q, valuesfor the security optionscho-
sen. The selected option for each security service iscommuni-
cated to the SA ;) inthe SecNeg gy of FLOW2_3WE(Fig 2,7).
Upon completion of the Three-Way SME_Q the SA gyunblocks
the user datatransfer. If the SA g, could not support the options
according to the QoS requirements the SA g, should clear the
connection with the cause SME_Q failurefor theregquested QoS.

IV. SUMMARY AND CONCLUSION

With the developed SME_Q Protocol the desired Quality of
Service of an ATM connection will no longer haveto be sacri-
ficed in favor of the implemented security measures. The in-
creasing necessity of security can be satisfied inthe Quality of
Service and bandwidth demanding applications such as Video
Conferencing, Telemedicine and streaming media.
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